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Week 5: Feb 5 – Feb 12
This Weeks Progress:
Much of our time this week has been spent cleaning things up and implementing user registration and login features. Since last week, some light front-end work has been done, fleshing out the sign-up screen so it appears consistent with the rest of the website. 
We also organized and commented our files a bit better; as the project grows larger, it becomes increasingly important that we can easily track the individual parts of the program, and that each member can understand each portion of the project, even if they did not personally work on it. For this purpose, we have created more individual script files which group different sections of code together. Through our efforts, we hope to improve comprehension and modularity in our project. 
Most importantly, a significant amount of logic has been set in place to facilitate user registration. Following last week’s successful attempts to store credentials in an SQL table, we now have the ability for a user to enter their own username and password, which will be stored in the database. Signup.js contains the code handling this portion of our program. In here, an eventListener is attached to the signup form. The values are collected, and our add-user route is called, utilizing our previously included JSON parser to decode the request. This route, located in server.js utilizes the bcrypt package to generate a hashed version of the password. Like before, a database INSERT query is sent containing the username and (now encrypted) password. Since these values are pre-loaded, the login route is immediately called, so a new user is immediately logged in upon account creation.
Logging in is triggered from login.js, which contains a function of similar structure to that of our signup function. An eventListener is attached to the login form, the values are collected, and our backend route (/Login) is called while the values are sent via JSON. The route in the backend first queries the database, detecting if any entries match the supplied username. Sequentially, this route checks for a returned error, a 0-length results array (indicating no matching values, and for mismatched passwords using the function: await bcrypt.compare(password, user.password); which compares the stored, encrypted password with the one the user just entered. 
If all conditions are successfully met, a session is created using the express frameworks express-session feature. This session is signed by a unique key stored in our environment variables file in order that the cookie data for each user is consistent and secure. While this session exists, the user will be considered “logged in” across all pages on our sight. The user is then redirected to our homepage. 
While signed in, the “Login/Signup” tab will no longer be visible, and instead the user will see a navigation tab showing their username, which will in the future allow them to view their account details and actions. This functionality was achieved through a user-auth function which checks that the user’s session exists and is valid, and a script which selectively shows or hides the appropriate elements. 
We’ve also created further framework for our websites learning tools to manage interactions we expect users to have with our site, in preparation for the point when we are ready to fully implement our intended features. For now, we are able to show a rough version of what the flashcards will look like and demonstrate how a user can navigate their usage. 

Challenges & Solutions:
	Achieving consistent design between the login and signup pages was surprisingly time consuming. It was difficult to ensure that each elements scaled correctly, but after reworking our methods things turned out well. 
Many small issues arose while implementing user registration, mostly due to poor understanding of function usage, mis referenced calls, typos, etc. but these were mostly easy to take care of through frequent use of debug statements and the console accessible through our browser’s development tools. 
Schedule Compliance:
	We are slightly behind schedule. Ideally, we’d have registration done at this point so we can focus entirely on other features. However, we aren’t currently in any trouble, and I expect to bounce back quickly. In many ways, our time thus far has been spent building the foundation of our project. From here, our implementation workflow should be much smoother with all the groundwork laid. 
	Furthermore, as some of our members have continued developing the backend and core features such as user registration, others have been free to prepare for upcoming features, creating frontend layouts and scripts to handle how the user will use the site and how the site will display and manage data. This should expedite the implementation of those features when the time comes, buying us some extra time. 
Next Steps:
	Our immediate next step is to finish off user registration by adding necessary account functionality, like the ability to log out without closing the browser window, view account data, delete the account, change the password, etc. We also need to implement some validation system, to ensure that only valid usernames and passwords may be entered, and that the user is aware of any errors they may make during account creation. 
	Another priority is streamlining and evaluating the websites flow and user-friendliness. This is a continuous task that we must perform throughout our entire implementation phase, but as features are added, it’s important to assess how well everything works together to avoid convolution and the need for major restructuring at a later point when the deadline draws closer. 
	From here, our next priority is to get some simple learning tool functionality in place, starting with flashcards. As stated, much of the groundwork has been laid for how the frontend will display learning material, so we’d like to be able to demonstrate this fully in the near future, as well as to take advantage of our database’s capabilities. 

